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DISGUISE THEMSELVES

OBTAIN DIGITAL IDENTITIES

ABUSE LOGIN

kasada

Bots use residential proxy networks, 
customized DevTools, and solvers to 
evade detection by anti-bot solutions 
and downstream protections.

BNPL PROVIDER
Lose revenue from fake  
merchant accounts and 
abandoned carts, added  
strain on security and fraud  
teams, tarnished reputation  
with shoppers and retailers.

RETAILER
Receives inaccurate analytics 
skewed by fake customers,  
unprepared for the influx of  
fraudulent orders.

CUSTOMER
Frustrated with the BNPL  
provider for adding friction to 
the buying journey. Affected 
by ATO and fraud happening 
in their name. 

BANKS
Shoulders most of the risk by 
financially backing the BNPL  
providers. Largely responsible 
for  delinquent and fraudulent  
payments.

MONETIZE FAKE
ACCOUNTS
Consumer: Successful new 
accounts  are used to make 
one-time purchases they don’t 
intend to pay back - buy now, pay 
never.

Merchant: Fraudulent  merchant 
accounts dupe customers into 
buying fake products or used to 
‘wash’ money. 

EXPLOIT ACCOUNT
TAKEOVER

HOW BUY NOW PAY LATER (BNPL) 
FRAUD IS COMMITTED ONLINE

THE IMPACT

Automated scripts inject stolen  
credentials into logins to generate 

fake accounts or take over existing 
ones, while bypassing anti-bot, 

CAPTCHA, and OTPs.

Fraudsters purchase databases of  
stolen credentials from the dark web, 

or harvest on their own.

Valid credentials are used  to 
lock consumers and merchants 
out of their accounts and rack 
up debt or sell on the dark 
web.


