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HOW DO CAPTCHA
FARMS WORK?

BOT OPERATOR BUILDS A BOT

A bot operator uses a bad bot to
request access to log in to a website.
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PROVE YOU’'RE A HUMAN

The website serves up a CAPTCHA
in order to “prove” that the request

is from a legitimate user.

CAPTCHA farms are the equivalent of a digital sweatshop. 2CAPTCHA, as an example, outsources their
work within emerging economies and their services cost less than $1 for every 1,000 solved. APIs, browser
plugins, and other methods are available to connect and solve the website’s CAPTCHA with manual labor.

A SIMPLE API CALL
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The bot uses an API key to (‘ ( =
send data to a CAPTCHA farm. . .
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THAT WILL BE $0.0035 PLEASE

A human worker solves the
MIMICKING CAPTCHA on the bot’s behalf.

HUMAN BEHAVIOR
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The bot submits the
authorization token to 5
send the new request.

CAPTCHA FARM SENDS A TOKEN

The worker sends the corresponding
authorization token back to the bot.

WEBSITE IS FOOLED

The website allows 3

\ bot’s request in as if it
g was a legitimate user. OUTCOME
Once the CAPTCHA is

bypassed, the bot can
continue to commit fraud.




